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Executive Summary

The ASI delivered an updated BES Project Schedule that aligns with the approach to the BES Implementation modified in the
Go to Green plan, resulting in a 2-month implementation delay for statewide Go-Live and a 6-month delay for functionality
included in the Post-Statewide Go-Live. The level of risk to the BES Project was evaluated in this month’s report based on the
availability of data to IV&V regarding these key changes:

» The BES project schedule continues to be aggressive with minimal slack (extra) time to absorb unexpected delays without
impacting the Go-Live dates. The ASI added one week of slack between Final Acceptance Testing and Pilot and another
week of slack between Pilot and Statewide Go-Live.

* The proposed three-phased implementation approach adds complexity to the Project and requires additional project and
technical management engagement and coordination. Concurrent development and testing phases create a risk to DHS in
the form of rework (e.g., testing functionality as new code is added, retesting to ensure the new code does not negatively
impact existing functionality, and managing defects across multiple testing phases).

» Executing the project schedule is straining project resources and the management of the phases adds to the effort.

The DHS and ASI project teams are committed to this Project and intend to deliver a quality product without creating further
delays or shifting additional functionality post-pilot to meet the go-live targets.

This category continues to be red due to overlapping development and testing phases and
Project IV&V’s lack of insight into the ASI methodology used to support revised estimates for
Management  completing the remaining work. The ASI intends to provide its methodology to IV&V in the
next reporting period.



Executive Summary
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DHS design feedback for Epic demo 261 (Approvals and Supervision) will require another
demo to validate the changes made by the ASI. If this becomes a trend with other Epics,
delays to Pilot and other milestones may occur.

As part of the ASI’s Go to Green plan, they plan on implementing revised processes to
improve code quality. V&V will evaluate once we receive factual data from the ASI
reporting the results of these changes.

IV&V is reviewing the draft Interface testing plan, we will evaluate the criticality of this
category after our review is complete.

The Project entered into System Integration Testing (SIT) without approved test scripts for
some Epics that will be phased into SIT after testing begins. IV&V is concerned that
phased-in functionality may require retesting and could extend the testing duration.

The necessity to complete the 3rd Party Security Assessment before Pilot places significant
pressure on DHS and the ASI to complete, test, and implement all required security
documents, processes, and procedures This will remain a high-criticality category until the
required security documentation is complete.






IV&V Findings and Recommendations

As of the March 2024 reporting period, PCG is tracking 10 open findings (4 risks, 6 issues) and has retired a total of 73
findings. Ofthe 10 open findings, 5 are High, 3 are Medium, and 2 are Low.

Open Risks & Issues

Security and Privacy

Integration and Interface Management

Testing
Open - Med
Open - Low
System Design Open - High

Open Risks & Issues by Category

Project Management
Configuration and Development
1 2 :
Configuration and Development 1 Project Management
System Design
Testing

Integration and Interface Management

Security and Privacy



IV&V Findings and Recommendations

The following figure provides a breakdown of the 84 IV&V findings (positive, risks, issues, concerns) by status (open, retired).

All Findings

Finding - Positive

Finding - Risk
Retired

Finding - Issue Open

Concern



IV&V Findings and Recommendations
Findings Retired During the Reporting Period

None



IV&V Findings and Recommendations

Preliminary Concerns Investigated During the Reporting
Period

None



IV&V Findings and Recommendations
Findings Opened During the Reporting Period

None



IV&V Findings and Recommendations
Project Management

Issue — A BES Project schedule based on inaccurate estimations diminishes effective planning and
resource management, which could result in late deliverables, cost increases, and a late go-live.

74 The BES Project Schedule that aligns with the Go to Green plan was published by the ASI during this
reporting period. The overlap of Integration Testing (INT) and SIT, and adding functionality into SIT after it
has started may lead to more delays as seen in prior schedules.

» Monitor, evaluate and revise scheduling estimates for accuracy based on the project teams past performance
and resources available to do the remaining work.

» ASI provide details on how Velocity measures were used to calculate the remaining development work.

* ASI conduct a Root Cause Analysis (RCA) with DHS and IV&V to determine why the BES Project continues to
experience schedule delays.

» ASI Project Management works with the development teams to evaluate the accuracy of Velocity and adjust
accordingly to reduce risk in the revised BES project schedule.

In Process

Incomplete

Not Started

Not Started



IV&V Findings and Recommendations
Project Management

Risk — Implementing a Core Solution for go-live carries inherent risks that may impact overall
Project success and reduce user adoption.

88 The ASI's Go to Green plan and project schedule were approved by DHS. Per the Go to Green plan, some
required BES functionality will be implemented post-Pilot. This may create unplanned workarounds and
rework as the full impact of this approach becomes known through testing and training.

* Increase OCM efforts to effectively manage user, general public, and legislative expectations for BES version
at go-live.

* Prioritize feedback from users and FNS to ensure the solution meets their core needs and so users are clear
on what features they are, and are not, getting.

» Actively monitor, assess, and address potential challenges throughout the development process including
code quality, cutting scope to meet development milestones, insufficient user validation of demonstrated
functionality, and fully defined workarounds to accommodate for the missing functionality.

» DHS carefully assesses whether the advantages of a timely release outweigh the advantages of going live
with a system that provides more comprehensive functionality, requires fewer workarounds, and increases
user satisfaction.

In process

In process

In process

In process



IV&V Findings and Recommendations
Integration and Interface Management

Issue — The lack of early planning and coordination with interface partners may result in schedule
delays.

63

DHS and IV&V are currently reviewing the draft Interface Test Plan published by the ASI this month; we

will provide an update on this issue in the next report.
» Confirm testing dates with interface partners in writing. In process
» Complete early proof of concept interfaces to avoid unexpected delays due to external organization Not started

miscommunications or their own internal delays in assisting the BES Project.



V&V Findings and Recommendations

Configuration and Development

70

Risk — Insufficient configuration management could lead to development confusion and reduce the
effectiveness of defect resolution.

Responsibility for the Configuration Management Plan (CMP) reverted to the ASI (previously, the DHS
Security Contractor was updating the CMP for related security controls). The ASlI is resuming this scope of
work at a time when its resources are stretched and may lead to CMP and configuration management quality
challenges.

ASI adhere to plans for configuration management as documented in Bl-6 DDI Plan, Section 5.2 and clarify
) . In process

details and/or any changes with DHS.

ASI validate plans for configuration management with DHS and agree on a meaningful set of configuration

items or settings they will track. In process

DHS and ASI work to clarify/solidify plans for the potential use of configuration management tools and DHS

work to fund and procure a CM tool, as required, to avoid any negative impacts to the Project. In process



IV&V Findings and Recommendations
Configuration and Development

Issue — Development delays could negatively impact the project schedule and delay go-live.

To address this issue, the ASI reported they built the revised BES Project Schedule with some slack/float
time.

80 IV&V is researching Data Conversion and the impact, if any, it had on the most recent Schedule delay. The

conversion team has some remaining data elements to map. They reported that the full scope of ‘data
cleansing’ may not be complete before converting the data. V&V is continuing to research and plans to
provide an update in a future report.

» ASI effectively track and regularly provide DHS (potentially via the weekly DDI status meeting) with an accurate
velocity (e.g., story points per day/week/month) and assure that the current velocity is accurately and In process
consistently reflected in the project schedule.

* The ASI should provide DHS with the time needed to effectively evaluate the software demonstrations (demos)

and elicit productive design discussions with DHS attendees during each demo. In process

» ASI regularly reports estimated story points for the total remaining project work to reach go-live and presents a

dynamic burn-down chart to track the progress. Not started



IV&V Findings and Recommendations
System Design

Risk — The planned BES infrastructure is complex which could be difficult to implement and
maintain and could lead to schedule/cost impacts.

73 During a recent Change Control Board (CCB) meeting the ASI presented DHS with a for-cost change
request (CR) to the design of the Secure Enclave (the addition of roles). In the CCB, it was clear that DHS
and the ASI were not in agreement regarding the funding of this change request.

» ASI develop a process to closely monitor cloud and other product changes (software updates/new releases),

manage changes, and regression test once updates are applied. In process

* The project team work to establish strong governance over the utilization and maintenance of various I Drocess
tools/components. P

» ASI allot time in the schedule to conduct proof of concepts to assure infrastructure components work as I Drocess
expected. P

+ ASI maintain a detailed schedule for DevOps implementation tasks to avoid unexpected delays that could delay In process

project milestones and the critical path.



IV&V Findings and Recommendations
System Design

86

Issue — Limited collaboration between the ASI and DHS in the design process could lead to BES

usability issues and functionality gaps in the application and not meeting critical business needs for

DHS and State clients.

Due to a high number of questions and concerns from DHS during Epic demo 261 (Approvals and
Supervision), the ASI committed to hosting another demo to address all the feedback. Changes raised late
in the design process could require code changes, potentially causing schedule delays or the resulting
solution not meeting the business need. DHS staff attending Epic demos should be prepared with an
understanding of the agreed-upon designs and policy requirements relevant to the Epic so that feedback is

efficient and on point.

Include a wide enough audience in all design and demo sessions to validate FNS and DHS functional and
technical requirements and system usability.

Perform Sprint and Epic demos in alignment with development Sprint completion (demo
functionality/requirements as they are developed) to get early feedback on work products.

Perform comprehensive (demo all requirements) review during Epic demos, not just the items that were
added/updated, allowing DHS to provide early feedback on possible issues/gaps that might not be apparent
when focusing on specific functionality.

In Process

Not
Started

In Process



IV&V Findings and Recommendations
Testing

Issue — Gaps in test coverage and slower-than-expected progress in testing may result in
schedule delays if subsequent test phases uncover a higher volume of defects and user feedback

than initially anticipated.
DHS and the ASI entered into BES 1.0 SIT on 3/15/2024 without approved test scripts for several Epics

83

that will be phased into SIT after testing begins. The phased introduction of test scripts can negatively

impact testing and reduce the time available to identify and fix defects within scheduled timeframes. IV&V

review of test scripts shows that quality could be improved by adding additional details or steps to the test

scripts to verify test coverage.
» Monitor INT/SIT closely for both breadth and depth of testing to ensure the system is adequately tested. In process
+ The project team reviews the SIT Entry and Exit criteria and revises them as needed to ensure UAT/FAT Not

begins with the best system possible. Complete

+ ASI should determine the root cause of the failure to identify simple defects in INT and SIT and implement In process

effective improvement processes to confirm early testing is adequate before entering UAT/FAT



IV&V Findings and Recommendations
Testing

Issue — The current mitigation approach to complete the development of the remaining R0.12
Epics is condensed and aggressive and may increase the likelihood of schedule delays, quality
issues, and a higher volume of testing defects.

On 3/15/2024, DHS and the ASI agreed to enter SIT for BES 1.0 without meeting the criteria for a
complete test script package documented in BI-19 Complete and Final Test Plan. V&V is concerned
that starting SIT without the complete and approved SIT Test Script package may lead to schedule
delays.

The updated schedule reflects an overlap of BES 1.0 INT and SIT efforts which could result in resource
constraints. Testing also overlaps across releases (BES 1.0 and BES 1.1) which adds complexity and
risk when maintaining and coordinating code across multiple test environments.

89

» Develop Contingency Plans if the mitigation plan continues to see slippage affecting INT and SIT.

+ The ASI provides comprehensive INT results and SIT scenarios for incomplete Epics to DHS for
review/approval ahead of SIT execution.

* The ASI release a detailed schedule of events, including development completion, INT start, SIT start for each
epic covered in the mitigation plan.

» The ASI should evaluate if Epics entering SIT late might require retesting functionality that had already been
tested

In process

In process

In process

In process



IV&V Findings and Recommendations
Security and Privacy

Risk — The lack of technical documentation may lead to incorrect implementation statements or
delay the System Security Plan (SSP).

During March, the DHS/ASI security teams focused on documentation and the Tenable Nessus scans on
the base BES Production environment (without the Secure Enclave). The Secure Enclave is not included
in the BES 1.0 Core Release and will not be part of Pilot. Therefore, the upcoming 3" party security
assessment will not include the Secure Enclave.

82

Security documents (e.g., data flow, network diagrams, Plan of Actions and Milestones (POAMs), and

procedural documents such as Change Management procedures) may not be complete for the 3 party

assessment starting in April, which may result in potential findings and POAMs for remediation if not

available.

Additionally, DHS reported that several DHS Security and Privacy policies were not updated in the past

365 days as required by NIST 800-53.
» Determine when the infrastructure design baseline will be completed. In process
» Determine when documentation will be created, updated, and available for the SSP authors. In process
» Collaborate and communicate with SSP authors about when reliable and correct documentation will be In process

available.

- Perform a full review of all SSP controls for content and accuracy that have been written as drafts prior to the
start of the Independent Security Controls Assessment of BES and submission of the SSP package to federal
regulators. This will allow the SSP authors to update controls with changes from Design through
Implementation.

In process






V&V Engagement Status

V&V Budget

DHS and PCG are discussing the extension of the IV&V

IV&V Schedule contract that currently ends in April 2024,

PCG submitted the final February IV&V Monthly

IV&V Deliverables Status Report.

IV&V Staffing
IV&V Scope
The engagement area is The engagement area is T.he .e.ngage.ment area poses a
o . significant risk to the IV&V
within acceptable somewhat outside acceptable . : .
project quality and requires
parameters. parameters.

immediate attention.



V&V Activities

* V&V activities in the March reporting period:

» Completed — February Monthly Status Report

* Ongoing — Review the BES Project Artifacts and Deliverables

+ Ongoing — Attend BES Project meetings, (see Additional Inputs pages for details)

* Reviewed available ASI| contracts and contract amendments documentation
« Planned IV&YV activities for the April reporting period:

* Ongoing — Observe BES Design and Development sessions as scheduled

» Ongoing — Observe Bi-Weekly Project Status meetings

* Ongoing — Observe Weekly Architecture meetings

* Ongoing — Observe Weekly Security meetings

« Ongoing — Monthly IV&V findings meetings with the ASI

* Ongoing — Monthly IV&V Draft Report Review with DHS, ETS and ASI

* Ongoing — Participate in Bi-Weekly DHS and IV&V Touch Base meetings

« Ongoing — Review BES artifacts and deliverables



Deliverables Reviewed

BI-5 Project Schedule - BES 2023 Primary

BI-5 Project Schedule - BES 2023 DDI

Interface Test Plan

M & O Project Schedule

03/13/2024,
03/20/2024,
03/27/2024

03/13/2024,
03/20/2024,
03/27/2024

3/20/2024

3/25/2024

N/A

N/A

N/A

N/A



Additional Inputs — Artifacts

BES 2023 Design Kanban board N/A N/A
FNS Handbook 901 01/2020 V2.4
NIST Special Publication 800-53 Security and Privacy Controls for Information Systems and Organizations 12/20/2020 Rev.5
SNAP_System_Integrity_Review_Tool Sept 2022 N/A
Interface Dashboard — Confluence page N/A N/A
BES 2023 Implementation Planning — Confluence page N/A N/A
RO.12 Epic Assignment N/A N/A
UAT Testing Dashboard N/A N/A
R0.12 Epic and Sprint Demo Recordings N/A N/A
ADA dashboard N/A N/A
Jira Requirements Details N/A N/A

Jira Testing Lists N/A N/A



Additional Inputs

Meetings and/or Sessions Attended/Observed:

1. IV&V Team Meeting — 3/1/2024,3/7/2024,3/11/2024,3/14/2024,3/18/2024, 3/21/2024, 3/25/2024,3/28/2024
2. IV&V February 2024 Pre-Draft MSR Findings Review — 3/7/2024

3. HI DHS BES January Draft IV&V Report Review — 3/13/2024

4. Bi-Weekly DHS and IV&V Touch Base — 3/5/2024, 3/19/2024

5. Weekly BES Infrastructure meeting — 3/1/2024, 3/8/2024, 3/15/2024, 3/22/2024

6. DHS/IV&V Check-in—3/14/2024,3/28/2024

7. Weekly Client BES 2023 Project Status Meeting — 3/13/2024, 3/20/2024, 3/27/2024

8. Security Touchpoint — 3/6/2024, 3/13/2024,3/20/2024, 3/27/2024

9, Weekly Data Conversion Workgroup —3/7/2024,3/14/2024, 3/21/2024

10. (External - Epic demo) Epic 261 Approvals and Supervision / Epic 241 Eligibility..— 3/1/2024

11.  (External) Weekly Interfaces Touchpoint — 3/4/2024, 3/11/2024,3/18/2024, 3/25/2024

12. (External) Readiness - Working Group Meeting — 3/5/2024,3/12/2024, 3/19/2024

13. (External) Bi-Weekly Client BES 2023 Schedule Review/Status — 3/27/2024

14. (External) Bi-weekly BES CCB Meeting — 3/6/2024, 3/20/2024

15. (External) BES: FNS Connect —3/14/2024

16. (External- Epic Demo) Epic 284 Process Case Changes, Renewals, and SMRFs— 3/1/2024

17.  (External) C!A Current Weekly Checkpoint—3/5/2024,3/12/2024,3/19/2024

18. (External-Epic Demo) Epic 239 Payment Processing— 3/8/2024

19. (External) BES M&O Migration Kickoff Meeting— 3/11/2024

20. (External - Pre-design) TANF Data Extract - Epic 286—3/6/2024, 3/13/2024,

21. (External) BES 1.0 SIT Go/No-Go Meeting — 3/15/2024

22. (External - Epic Demo) Epic 257 Interview and Application and Epic 241 Eligibility Determination — 3/15/2024
23. (External) BES BI-05 Project Schedules Responses Review Meeting - cont'd — 3/18/2024

24.  (External) BES M&O Project Status Meeting — 3/18/2024, 3/25/2024

25. (External - Epic Demo) Epic 230 Repatriate, Refugee, and Asylee/ Special Circumstance Allowances / D-SNAP/Manual Benefits — 3/28/2024
26. (External - Epic demo) Epic 238 Claim Setup and Maintenance — 3/28/2024

27. (External-Epic Demo) Epic 249 Automated Case Monitoring — 3/28/2024






Appendix A — IV&V Criticality Ratings

A high rating is assigned if there is a possibility of substantial impact to product quality, scope, cost, or
H schedule. A major disruption is likely, and the consequences would be unacceptable. A different
approach is required. Mitigation strategies should be evaluated and acted upon immediately.

A medium rating is assigned if there is a possibility of moderate impact to product quality, scope, cost,
M or schedule. Some disruption is likely, and a different approach may be required. Mitigation strategies
should be evaluated and implemented as soon as feasible.

A low rating is assigned if there is a possibility of slight impact to product quality, scope, cost, or
schedule. Minimal disruption is likely, and some oversight is most likely needed to ensure that the risk
remains low. Mitigation strategies should be considered for implementation when possible.



Appendix B — Findings Log

+ The complete Findings Log for the BES Project is provided in a separate file.



Appendix C — Acronyms and Glossary

Acronym
APD
AS|
BES
CCWIS
C™M
CMMI
CMS
CR
DDI
DED
DHS
DLV
E&E
EA
ECM
ESI
ETS
FIPS
HIPAA
IDM
IEEE
IES
ITIL

Definition

Advance Planning Document

Application System Integrator

Benefits Eligibility Solution

Comprehensive Child Welfare Information System
Configuration Management

Capability Maturity Model Integration

Center for Medicare and Medicaid Services

Change Request

Design, Development and Implementation

Deliverable Expectation Document

Hawaii Department of Human Services

Deliverable

Eligibility and Enrollment

Enterprise Architecture

Enterprise Content Management (FileNet and DataCap)
Enterprise System Integrator (Platform Vendor)

State of Hawaii Office of Enterprise Technology Services
Federal Information Processing Standard

Health Information Portability and Accountability Act of 1996
Identity and Access Management (from KOLEA to State Hub)
Institute of Electrical and Electronics Engineers
Integrated Eligibility Solution

Information Technology Infrastructure Library



Appendix C — Acronyms and Glossary

Acronym Definition

V&V Independent Verification and Validation

KOLEA Kauhale On-Line Eligibility Assistance

M&O Maintenance & Operations

MEELC Medicaid Eligibility and Enrollment Life Cycle
MEET Medicaid Eligibility and Enrollment Toolkit
MOU Memorandum of Understanding

mMQD Hawaii Department of Human Services MedQuest Division
NIST National Institute of Standards and Technology
OE Operating Environment

oIT Department of Human Services Office of Information Technology
PIP Performance/Process Improvement Plan
PMBOK® Project Management Body of Knowledge

PMI Project Management Institute

PMO Project/Program Management Office

PMP Project Management Plan

QA Quality Assurance

QM Quality Management

RFP Request for Proposal

ROM Rough Order of Magnitude

RMP Requirements Management Plan

RTM Requirements Traceability Matrix

SEI Software Engineering Institute

SLA Service-Level Agreement

SME Subject Matter Expert



Appendix C — Acronyms and Glossary

Acronym Definition

SOA Service Oriented Architecture

SOW Statement of Work, Scope of Work

VVP Software Verification and Validation Plan

XLC Expedited Life Cycle



Appendix D — Background Information

Systems Modernization Project
The DHS Enterprise Program Roadmap includes contracting with three separate vendors with the following high-level scope:

» ESI or Platform Vendor — responsible for the shared technology and services required for multiple Application vendors to
implement and support functionality that leverages the DHS Enterprise Platform.

» ASI or ASI Vendor — responsible for the DDI of the Benefits Eligibility Solution (BES Project) enhancing the currently
implemented Medicaid E&E Solution (KOLEA) and providing support for the combined Solutions.

* CCWIS Vendor — responsible for the DDI of the CCWIS Solution to meet the needs of child welfare services and adult
protective services (CCWIS Project) and providing support for the Solution.
Systems Modernization IV&V Project

IV&V performs objective assessments of the design, development/configuration and implementation (DDI) of DHS’ System
Modernization Projects. DHS has identified three high-risk areas where IV&V services are required:

+ Transition of M&O from DHS’ incumbent vendor to the ESI and ASI vendors
« BES DDI
+ CCWIS DDI

On the BES DDI Project, IV&V is responsible for:

» Evaluating efforts performed by the Project (processes, methods, activities) for consistency with federal requirements
and industry best practices and standards

* Reviewing or validating the work effort performed and deliverables produced by the ASI vendor as well as that of
DHS to ensure alignment with project requirements

* Anticipating project risks, monitoring project issues and risks, and recommending potential risk mitigation strategies
and issue resolutions throughout the Project’s life cycle

» Developing and providing independent project oversight reports to DHS, ASI vendors, State of Hawaii Office of
Enterprise Technology Services (ETS) and DHS’ Federal partners



Appendix D — Background Information

What is Independent Verification and Validation (IV&V)?

+ Oversight by an independent third party that assesses the Project against industry standards to provide an unbiased view to
stakeholders

+ The goal of IV&V is to help the State get the solution they want based on requirements and have it built according to best
practices

+ IV&V helps improve design visibility and traceability and identifies (potential) problems early

* V&V objectively identifies risks and communicates to project leadership for risk management

PCG'’s Eclipse IV&V® Technical Assessment Methodology

* Consists of a 4-part process made up of the following areas:

1.

Discovery — Discovery consists of reviewing documentation, work products and deliverables, interviewing project team
members, and determining applicable standards, best practices and tools.

Research and Analysis — Research and analysis is conducted in order to form an objective opinion.

Clarification — Clarification from project team members is sought to ensure agreement and concurrence of facts
between the State, the Vendor, and PCG.

Delivery of Findings — Findings, observations, and risk assessments are documented in this monthly report and the
accompanying Findings and Recommendations log. These documents are then shared with project leadership on both
the State and Vendor side for them to consider and take appropriate action on.

IV&V Assessment Categories for the BES Project

Project Management * Security and Privacy
Requirements Analysis & Management  * Testing

System Design * OCM and Knowledge Transfer
Configuration and Development * Pilot Test Deployment
Integration and Interface Management « Deployment



™



89 The current approach to complete.
evelopment of the remaining epics is
condensed and aggressive and may increase
the likelihood of schedule delays, quality
Issues, and higher volume of testing defects.

88 Implementing a Core Solution for go-live
carries inherent risks that may impact
overall project success and reduce user
adoption.

86 Limited collaboration between the AS| and
DHS in the design process could lead to BES
usabiltyissues and functionality gaps in the
applications and not meeting crtical
business needs for DHS and State clients

83 Gaps in test coverage and slower-than-
expected progress In testing may resultin
schedule delays if subsequent test phases.
uncover a higher volume of defects and user
feedback than initially anticipated

Hackett,
Donna

Fors, Michael

Molina, Brad

Hackett,
Donna

Finding -
Issue

Finding -

Risk

Finding -
Issue

Finding -
ssue

12/21/2023 Testing

11/30/2023 Project

Management

8/1/2023 System Design

6/2/2023 Testing

HI DHS Monthly IV

Ten of the Epics scheduled for completion will not iopage Now 4 5 High Open
be ready. To avoid ST delays, the current approach is to begin SIT without _ Insufficient INT may create gaps in ST, leading to further quality issues. This _ affecting INT and SIT.- The ASI provides comprehensive INT results and SIT
the 10 Epics and test them as Additonally, Release 0.1 risk into the
execution. - The ASI release a detailed schedule of events, including
been extended for another ten business days. INTstart, and ST start for the
mitigation plan. - The ASI should evaluate ifEpics entering SIT late might
require retesting functionality that had already been tested. - The plan to
e pl
their of inherent risks,  general public,and  Now 3 3 Med Open
This version is e soft buyein. This can resultin Core Sol hoe
Minimum ), which i limited user adoption, user dissatisfacti to ensure
version of a product that 1] delivery of I . and are not, getting in the
users, 2) can accelerate the timeline for go-live, and 3) allows the project to . - assess, and
getreal- users designs, user \ and lead to an uptick in software bugs e 8l including
and suboptimal code. Further, this approach may expose the projectto  code qualty, cutting scope to et development milestones, insufficient
has user validation fully defined
bodies like FNS, which could accommodate for the missing
and delay a
stakeholder may lead of going live with a system that provides more comprehensive functionalit,
or alack of suppe eq , and
proj pi
requires the points. Pain points can
fxing. eine igns can be
fixes and implemented prior to go-lve
precedence. Others may lose confidence that the features or system
improvements will ever be implemented. Going live with a solution that s
missing
increase in OCM efforts both by the ASI and DHS staff to temper
stakeholders' reactions to a system with imited functionaiiy.
During the UAT process for release 11, there has been a high level of invested in Now 4 3 Med Open
ability of th  with i functional and technical requirements and system
challenges with the user interface, missing functionality, and basic screen  provide usabilty. - Epic demos
Based on user interface, and overall
improved usability fallshortof 1o ge o
related to “design errors”. Although the Release 11 UAT a expectations, DHS staff adoption; ack of requirements) review during Epic demos, not ust the items that were
pa va allowing. on possible
attributable to functionality developed for Release 11 to H citzens; reduction in provide the fgap: f
same level of needed services to clients, resulting in bad functionality. CLOSED - the
and the state. ensure that lign with DHS.
expectations.(closed 3/31/2024)
After examining the Project’s R11 R1L Traceability opEN AT 4 4 wigh Open
Dashboards, an teting stages e sl defectsn NTand T ard mplement efectveimprvarert
progess of testing might be lagging. Concerning testing coverage, it appears is slow progress or incomplete testing in the early stages, it can resultin  processe
se cases In A1 s or are ating more DS and 5 mummr\NY/Sch\usely!ar bothbreath and depth oftestng o
testing. n terms of extensive and rge g efforts. NOT COMPLETE -
ted, project e oot T otk s s oo needed to ensure UAT/FAT
Testing (SIT). The AS1 of extensions, or defects begi (Closed 3/31/2024)
the INT exit criteria by June 16, 2023, about begins. into inal

Final Acceptance Testing (FAT).

3/31/2024 - On 3/15/2024, DHS and the AS! agreed to enter SIT for BES 1.0
riteria for

inBr19 Testpan, W s

to
The updated 1ap of BES 1.0 INT

and SIT efforts which could resultin resource constraints, Testing also

overlas aces rleases 8E5 10 nd B 1) whihadds complstyand

environments. 2/22/2024 - During the February 21, 2024, Week\v Project
e, the

151 irdced nd et ne ot Goto-reen . However, et 1o

8
activties
System Development Best Practices recommend no testing phases be
overlapped because of the amount of rework and instabilty this causes to
d solution.  1/31/2024 andsiT
overlap and incomplete SI test scripts, the ASI moved the start of ST to
February 2nd, with “informal” SIT continuing in January. Despite this
attempt, continued development delays and code quality issues led to
adding 2 integration testing sprints, further extending integration testing.
Additionally, on January 31, 2024, the AS| announced the delay of the
February 2nd SIT entry date and stated that a new mitigation approach to
meet the August Go-Live date was under development. VAV has updated
this finding to an “Issue” and the Criticality Rating to High

03/30/24 -
by DHS. Per the Go to Green plan, some required BES functionality will be
implemented post-Pilot. Ths may create unplanned workarounds anc

igh testing.

and training.  02/29/24 - The AS drafted a Go-to-Green plan that includes
an October 2024 Go-Live date, with several features to be released after
Pilot. Implementing the functionality of a core solution not tested in a real-
world Pilot environment maylead to unexpected issues and bugs
remains concerned that user expectations will not be fully met as the go-live
system will
01/23/23 - The ASI recently transitioned the OCM leadership role to  new
resource. OC!

ol e eing

The ASt has

. public, and

ts. 12/31/23 - Delays (e, epic

d and

causing milestones to be missed. IVV remains concerned about potential

quality impacts due to the need to accelerate efforts to compensate for

missed milestones. Delays in some planned actvites (e.g, epic demos,
and

milestones to be missed. WV remains concerned about potential quality
impacts due to the need to accelerate efforts to compensate for missed
milestones.

03/31/2024 - Due 1o a high number of questions and concerns from DHS
261 h

10/11/2023 Jessica - Our SMEs are providing their feedback, This is one of

hosting another demo to address all the feedback. Changes raised late in the

the ftems

Al

fesdbackmensdesignis o | an el ko oe et Ve

delays or the resulting solution not meeting the business need. DHS staff
attending Epic demos should be prepared with an understanding of the

02/29/2024 Demo.
211) was held in February as the AS! focused on developing a Go-to-Green
Plan for the Project. DHS also raised concerns in Readiness meetings

benefitdata s modified on a case - which could also point to a gap in
01/31/2024 -
demos for Epics 247 and 284 on January 9, 2024, where several

User

experience issues that should have been raised during the sprint demos
emo for Epic

agreements), that the ASIis not considering at this time. As of the end of

sanuary, -t
delays,including demos. 12/31/2023 - DHS opened a new high-severity
project isk, which then escalated to an Issue, on December 4, 2023, since
the sprint and epic demos wil not be completed by the end of the Release
0.12 DDI phase. IVV shares this concern, as issues discovered durms the
fevelopment,

mpacted epic, potentallypushing out he schedule. 11/30/2023 - s ofthe
end of November, the ASI has nine Sprint demos to execute and all 28 Epic
demos. Depending on the outcome, ths could cause the AS! o extend
testing s oceurring o
z/n/mu "DHS and the AS! entred into BES 1.0 ST on 3/15/2024 without
after

eving egis. T phaeed iroducion of st eite e gty pact
testing and reduce the time available to identify and fix defects within
scheduled timeframes. IVV review of test scripts shows that quality could be
improved stepsto the t
test coverage. 2/21/2024 - Entry into Release 12 SIT s delayed, the AS is
currently rescheduling the start date. A complete Release 12 SIT script

with 301
for SIT and 886 test scripts pending review or in draft status. With a large.
umber of test scripts pending and an undetermined SIT entry date, the risk
of further delays remains high. Without the continuation of the
omprehensive peer review of ST test scripts, the risk of testing gaps
remains high. 1/31/2024 - Due to development delays and testing defects,
entry into SIT has been delayed to an undetermined date. Approved and final
ST a
complete SITscript package before the SIT Go/No-go decision, the risk of
ntroducing gaps n test coverage in SIT remains. 12/21/2023 - The ASI
delivered the B1-20 (Re\ux .12 BES Tes S, O, S 0
test
scrpts, which the A Dmpnm o provide as continuous updates when the
data s approach poses a this
deliverable informs DHS' xﬂ/nc g0 decision to start ST testing. 11/30/2023
During Noverber, the ASI continued to create and update the ST test cases,
R vepote st o, a4 1+ complee 4 cont evalutethe s
cases for ful coverage of BES functionality and provide proper sign-off to
enter SIT. While these concerns are sil present, the peer review process
imolemented by the AS! has resulted in imoroved auality and comleteness

validate thi

04/10/2024 -
eWorldEs used and
followed the same SIT
entry criteria as

umented in the Bl-
19 for BES 1.0, There:
were no amendments
tothe BI-19 needed
as a result of the "go”
decision. An exception
was made by DHS for
the Client

reviewed by DHS for
approval

04/10/2024 -
“Some required BES
functionality will be:
implemented post-
Pilot” What does this
mean? I think | know
the intent and perhaps
update as such

“Per the Go'to Green
plan, the ASI plans to.
implement required

(Pilot/statewide/Post
Statewide) "12/15/20
23- Above already

addressed by DHS/Joe:

reflect In Progress" or
“In Process”.

04/10/2024 -
WorldeS disagrees
with the current
finding update Epic
demo attendees not
involved with Sprint
demos or planning
providing
feedback. DHS SMEs
are involved from the.
get-go. DHS s not
having internal
conversations or
reading design
documents. DHS.
should be having,
internal meetings to
discuss policy.

10/31/2023 -

but we addressed

04/10/2024 -
Altest scripts for
phased in epics are.
going through the
same review pr

We willnot test sripts
that are not reviewed
and approved by DHS.
The nine epic
reference s incorrect,

Correspondence
scripts not approved
by DHS when a SIT go
decision was rendered
which was accepted

by DHS. eWorldES is
not aware of any gaps
i test coverage and
recommends PCG
provide more details
supportin this claim.
Nicole and Donna to
meet to review INT/SIT
test scriot oracess.



82 The lack of technical documentation may  Heath, Dustin
lead to incorrect implementation statements
o delay the System Security Plan

80 Development delays could negatively impact Fors, Michael
the project schedule and delay go-lve

74 ABES Project schedule based on inaccurate  Molina, Brad

result in ate deliverables, cost increases,
and a late go-live.

73 The planned BES infrastructure s complex  Fors, Michael
which could be difficult o implement and
lead to schedule/cost impacts.

Finding -
Risk

Finding -
ssue.

Finding -
Issue

Finding -
Risk

/2712023 Security and
Privacy

HI DHS Monthly IV

6/30/2022

11/29/2021 et

10/28/2021 System Design

In April, the ASI/DHS system security plan (S5P) authors began writing ) the ssP. baseline wil be completed. -
2 editor tatements. A full draft , updated, and available for
Supporting the SSP s unavallable, outdated, or in a draft form. During April, of the SSP is scheduled August 15th, 2023,
« P is p 15,2023.The Jiab - performa full
from S5Pis a larg review of
of how the system should be designed from the SSP author's perspective s how o start of the
instead of how the system is actually designed. The SSP authors need to  the control or enhancement has been met. SP package regulators, P
know and h e
pology, dataflow, loggine, etc.
ASIhad pr have beenslowed as  If OPEN + Request
Development pec T v date. (pot meeting) with
Previously, Failure to achieve a level of could (e.g, story points per
with accurately estimating development task level of effort (i, story lead Previously, DHS in « ASi provide:
points) and the project has been challenged with producing a project had indicated, and IVV agreed, that some of these delays were due to some  DHS with the time needed to effectively evaluate the software
The  ASI BAs lacking oHS
2SI continues resources in a timely « 51 reg P
clarification from the AS| BA/SA team. DHS and IVV observed instances. project work dynamic
where ASI o progress. COMPLETE CLOSED « DHS request
software or toimprove, which has to effectively
contributed It remains. Note that add may not be as
o th Iysis, and oth
resources that can lead and mentor junior resources. « ASI reviews th
development process and identifies and mitigates the challenges preventing
them from incorporating
(9/29/23 - ASt will not be doing this, with DHS approval)
DHS and the. . ths can lead to . evaluate and
ragement  resuts that have notyiekded mprovement,Concerns with the structure, i, basedon lable to do
estimating practices, and 8¢ The use frustration which can -
ol . scope. used to calculate the remaining development work. - ASI conduct a Root
Previous s on A
resource management and critical path analysis, all of which were continues -
addressed and closed evaluate
COMPLETE
DS and the St gree o revised schedle aains whieh prect
(2/28/20 2 weekly
2
andall
by DHS, h d Epic
demos, o show key progress towards completion of Epics. (9/29/23 ASI
)C thata delay with
ol (6/29/23)
toa
development tasks estimates if needed. (4/30/2023 - ASI using Jira) Using
eview activi
ared to pa: hours
reports and
over/under allocations of saff for the duration of the Project (1/31/2023 -
areat
include. of If the level of effort to implement and manage the complexities of the 885« ASI develop a and other
infrastructure. by the AS), the \ and reg
Further, the Project Team make up Delaysin  upd: Jied. » The project
the BES infrastructure and the additional costs and time to configure, test, finalizing being. fisks and the various system
and implement the planned complex environment remain unclear. and lead to further delays. « A1 allot time in the schedule to conduct proof of
the ot sl
failure (i, due of tasks to avoid
“moving parts") and increase the level of d the critical path
bugs. Further,
For
example, asystem
Cloud failed
component (.e, Nexus). Google Cloud s generally viewed as a less mature.
P (Amazon
Azure). VRV to |

points in the project (including post-go live production failures) that could
be difficult to resolve and lead to project disruption. If DHS intends to

employees, tools they ma
familiar with in a complex Infrastructure environment.

Prior to the start of
the third-party

assessment.

Immediate

Immediate

Next several
months

4 High

3 Med

4 High

2 Llow

Open

Open

Open

Open

03/30/2024 - During March, the DHS/AS! security teams focused on
d the

not
included in the BES 1.0 Core Release and will not be part o Pilot. Therefore,
the upcoming 3rd party security assessment will not include the Secure
Enclave. Security documents (e.g., data flow, network diagrams, Plan of
Actions and Milestones (POAMS), and procedural documents such as
Change Management procedures) may not be complete for the 3rd party
assessment starting n April, which may resultin potential findings and

AMS for remediation if not available. Additionally, DHS reported that

pa
days as required by NIST 800-53. 02/29/2024 ~ The security staff resolved

issues in The

2SI continues.

scans on the environment and work through ssues related to the Tenable
fates

forthe supporing s«un\yand privacy documentation for the $SP and
reh ath, 2
schedule nange nthe rojces Go-To-Green P, s fnding remains
sk instead of being clevated to a realized issue. 01/31/2024 - The DHS
and AS! security teams continue to work on the secure enclave and
supports the SSP. P

by1/31/2¢
(Re), Pr lysis (PIA), and
Continuous Monitoring Plan. Other procedural documents willbe completed
by the end of February 2024. As the Independent Security Controls

some

findines.
03/31/24 - To address this Issue, the AS! reported zh:v built the revised BES

theimpact,if any,
The conversion team has some remalning data elements to map. They

P “data cleansing’
converting the data. IV s continuing to research and plans to provide an
update ina future report. 02/29/24 - The ASI reported addtional delays
tl ed

ue««\s, - Lack of Code quality with downstream impacts to include

demos and Integration Testing,
with Secure Enclave.

d cther process

0/23/24
the Project, requiring additional development and INT Sprints and

project elected to overlap INT and SIT, but this Is subject to the Go-to-Green
Plan that the ASI announced at the end of January. 12/31/23 - The ASI

epics
and govlive. W
the project
hed 11/30/23-
delays in
eq unwind €8T a
3/31/2024 -

was published by the ASI during this reporting period. The overlap of
Integration Testing (INT) and SIT, and adding functionality into ST after it
has started may lead to more delays as seen in prior schedules. 2/29/202¢

four-week delay announced the end of January and the draft Go-to-Green
Plan is adding another six months. 1/31/2024 - At the start of January, a 4-
s

INT and SIT. On January 31, 2024, the ASI reported that SIT would not start
as planned.
he St reoredthe were devloping G-t reen pln Futer de\avs
“High" 11/31/2023 Wit 10 pis ot rlete 01 m cevlapment
another development and integration testing sprint was added to the
schedule. IVV remains concerned that under-estimated effort and resulting
elongation of schedule could impact implementation milestones.
Lyaoja0aa- 8 sor

\he core sotionfor BE cortinues t b nder-estmaed; potent oy

mumnx in missed implementation m\\e&mne& The additional dmmpmm
Int art

ST onr o mesthe Pl G s G, 10751/2023 - oot

being re-
baselined, including delays to tasks (a training task was. dehvzd overa

schedule for
ey miestones of e et 3131/2023 - The i re-bseined both e
release
zlnlu During a recent Change Control oo () meeting the

SeoreEnciove (e adctionof et mth CCB o ceer that DHS and

2129128 No ot it n e repring o, 1/1;/14 No
materlal update in the reporting period. IV continues to monitor this
finding. 12/31/23 - No material update in the reporting period. IV

e the 8S
system and tested,
how or if the added complexity will impact project schedules and budgets
going forward. The ASIhas reported they are close to finalizing the Secure:

house FTl data.
progress on DR plans and designs. 10/30/23 - The ASI continues to have.
The
ASIhas yet to plans and technical e
). The 3

H t
unclear if the complex infrastructure (with the multitude of components
being employed) will impact their ability to test and perform DR. 9/28/23 -
The AS! has f their
does not appear to have had a material impact on the overall nfrastructure
build. The ASI continues to make progress in the build-out of their

i nt

Given that,
will be able to meet infrastructure milestones without hindering
development. The ASI has also stated that maintaining the system post-go-
live will not require excessive effort and that achieving the SLAs will be:
oassible. IV remains concerned that same olanned elements of the

1/12/2024 -

Progress should reflect
“In process”. David
Rolla conducted 2 high
level review of the S5
controls and shared it
with Barbara/Virgil for
feedback during the
week of December 10
(prior to submitting it
toSSA). The
implementation status
for each control was
updated to reflect the
current status as of
12/12. This activity
should not be
confused for a security
controls assessment,
which is audit-style
validation of the
controls — typically
conducted by a third

A stated before

10/31/2023 - Vic -
mixed bag h

are mentioning design
misunderstandings.
ME

design
communications.
Rama - 1am trying to
understand what
development delays,
two months leftin

Vic - we wil evaluate
the draft.

04/10/2024 -

Please confirm the
description of this
issue s sil relevant.
The overlap of testing
is not unique to
software development
projects. What does.
“.adding functionality
into SIT after SIT
started continues to
persistin the

Project schedule. With
the continuation of
this approach to
developing the project
schedule.”

Outside of the updates
made to the BES
project schedules per
the 626, there are no
plans to continue
adding functionality to
s,

11/17/2023 -

‘Again, why is DR being
referenced here? Per
the current project
schedule, the DR plan
s scheduled t
submitted at the end
of the year. Reminder:
Pilot Go-Live s April
2024,

m/n/znz; -
Vic - westill do
notmdastana why
this remains,
10/11/2023

Please  reference
your updates on
finding #82 Security
and Privacy which
documents the work
being done for the
Secure Enclave.



70 Insufficient configuration management
could lead to development confusion and
reduce the effectiveness of defect resolution

63 The lack of early planning and coordination
with interface partners may resultin
schedule delays.

HI DHS Monthly IV

Fors, Michael Finding - 8/23/2021 4 Configuration processes and p OPEN » AS|
Risk Development  Configuration h sufficient h in BI-6 DDI Plan, Sect
progress has been level of onfiguration = AS validate pl o
. CMDB), and The ‘and should provide ful set of configuration items. «DHS and
with accurate, dynamic some of ast o use @
tems. However, items that COMPLETED
relies on Github for tracking of some configurations. areincluded in Jan al nfiguration M that wo
items, features. configuration management activities and assure defined CM steps and plans
fective, and for CM.
7/31/2022
Reynolds,  Finding-  1/21/2021 d items. d OPENG. in writing. 7.
Mar ssue. Interface is i a presently haring. A clearly 2
Management  undefined ETS API Gateway; however, there is h hed . their in
~Theres I d minimize cLosen
for the risk of In addit planning. 3
coordination, design, and testing activities (Unit Test, SIT, UAT).- Interface will knowledge. COMPLETE 1 plan for each
I for the duration of the COMPLETED
partners, are or 10/29 2. dentify and document al nterface partners' contacts. COMPLETED

3/31/2022 3. Define a release schedule for each interface to include
coordination,
partners. COMPLETED 01/04 4. Determine which deliverable will include

designs of allinterfaces. COMPLETED 01/04 5. Complete all MOAS and
obtain formal approvals. COMPLETED 01/31/2024

Prior to FAT.

2 low

4 High

Open

Open

3/31/24 - Responsibilty for the Configuration Management Plan (CMP)
(previously, pdating
the CMIP for related security controls). The ASIis resuming this scope of
work at a time when ts resources are stretched and may lead to CMP and
configuration management quality challenges. 2/29/24 - No material
pdate in ths reporting period. 1/23/24 - No material update in t
reporting perlod. 12/31/23 - The project will tiize the DHS contractor

MP). The scope is
responsible for is unclear to IVV. 11/30/23 - The ASI has yet to provide a
detailed ist oW

request to the ASIso that the level of detail i clear. 10/26/23 - The ASI
provided broad information on the configuration items being tracked but
ASi has.
deprioritized some configuration management activities, which it intends to
perform in preparation for Maintenance and Operation (M and ). 9/28/23
~The AS! gained DHS' approval on the items that will be tracked and
monitored as part of configuration management. IVV requested the lstlast
month and is waiting on the ASI to respond. 8/31/23 - No material update.
7/31/23 - No material update. 6/30/23 - No material update. 5/31/2023 -

Configuration Management (CM) tool. They have recently performed an
initial import of Google Cloud Platform server detais nto the ServiceNow
Configuration Management Database. *** Continued work. Setupin
ServiceNow, wil be building up instances. Ongoing support and main.
Dont!think stll a risk, IVV to discuss. 4/30/2023 - The ASI finalized the
ServiceNow (SN) modules they will utiize for the project, 3/31/2023 - The
asi
3/31/2024 - DHS and IV are currently reviewing the draft Interface Test
Plan published by the ASIthis month; we wil provide an update on this ssue

in 02.20.2024 -
Interface (1cD) are updated.
16th the draft
01312024 - e

when FAT begins. The ASI faces challenges with interface partners that lack
team meetings,

partners. 01.04-2024 — Due to the number of open issues that could

, and
defined) IVV has raised the criticality rating to High. 11-30-2023 - Two of
the 23 MOA/MOUs (DLIR and DoTAX) are not signed and remain
outstanding, DHS continues efforts to complete these agreements to
minimize further impact on the project. This finding is now an issue due to
the realized
t0 be submitted 120 days before the pilot's data usage. This SSA
documentation is expected to be ready by December 15th, 107 days prior to
the April 1t pilot. Although the SSA has informally stated that they can
tothe
availability of the SSA data. The interface testing team was organized in
November

" Pilot
The As| Test Plan and

will share it with DHS in December. 10-26-2023 - Two out of 23 MOA/MOU

are outstandine: the ASI is reoorting an agreement was reached with DLR

10/31/2023 -

Vic - We provided a
listing, working on a
plan to implement.
MF - Broad categories
Vic - we are working
o the details now.
“This will become more
important and we
work to get ahead of
the MO plan.
10/11/2023

W&V requested the
listast month and Is
waiting on the ASI to
respond - Please
see the following lst
of configuration
management items.
which are/will be
managedin
rviceNow:
Incident Response.
Change/Coniguration
Manazement

10/31/2023 - Good
and accurate as of the
end of October.
Met with DTAX (Cory)
o get appendix
detail. Sent to Scott
M. to finalize updates,
then send to AG

JTAX is one of the
nterfaces that wil
overlap SI. They are
busy in the tax season.

Vic - Rama has
updates. Pushback
from OIT about
sample files.

Rama - set up 3 batch
team for end-to-end

with Ryan's. and 01T
about sample files. We
asked for masked
PROD fils for ease of
use. OIT said no. We
are creatine a batch
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